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1* Attache h«r«to la filial draft of ajatorial raooaBuaaded for inolualon In 
th* Pepart»nit Raaoarch aiKi ttevelopoont Prograa for Tt X949» Concurrenceo 
h«v« been obtained from AS*-70, 80 and 90* 



3 IheOls. miLLIAMP. HlIEDMAM 

Added 1 Incl Chiefs Cozaaunloatlone Seeearoh ' 

3* Draft of Section Ssttenslpn 21$ 

XI7, '’Coammlcatlona 
Security Squipmont,” 
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Qornmmi'v.a ntamn wmmst ^ 

1 X 

or mt^m cogni’^arcs 

ftflipary gognl«anco ibr research end d*»relop3wnt in Iha field of «oa^ 
nunications eecindty aqalpTRent ie aeedgnad to the Director of IhtelXlgtmeo* 
ReeponBlbllli^ for pro^cte^ inhere the eecMritfir eleaiant ie an lnttt(p:e.ted 
pbvti n of en item of oonnunicaiioris equlpnent being developed W the 
Signal Corpe^ reets idth the Chief Signed Of floor* Hm^or^ coordination 
«ith the Director of Intelligonco through the Chief « ketsy Security Agency 
ie required in connidticn with the eecurity featuree of iQch integrated 
. equipment* 

X* feohnioil Imowledge applict^le to the fi<^ of ccrsnunioationa 
inoarity has advanced considerebly bi^ond ite etatuo daring the ^ar« 

These edvancee are the reeult of extenelve War Departcont research and 
deveXopoonit both in oryptographSe mthode and in aeBOolated engineering 
teehniquos* Qeneral edimtifie adranees have Bade poaelble the design 
of eeoarity equifiaent eoiqpatiblo with future pOLenned ooamunlcdtlone 
eyeteao* 

S* 9m d^velapmrtv in eojTisctnieatlons aeithods end teehnlqu^^e end 
new appUcatione of such devdlopnsnts in the Aiimy^ have resulted in new 
iaslc miitory Sequlreaents fbr fioci>Miioatlons eecurlty equipment* fbr 
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nany of thoeo now r«<;^SrexaontB 4 , th« csiaral apixi^oach to th« ftdfilljaent 
of thoso t^qulroQzvita i» knoran* 1tomvor$ tbo provlalon of tho uXtimato 
in Qnsinunieatlomt oe^rlt^ •quipaoni fbr ooeh ocksmideations need fdlX 
roquire oonelilex*«.bilo nse«kureh end d«r«lopriori* 

%» "Urn ionir^rmge s*ec«ai>dh and dereiopmrtt program le d<i^nc*«ni 
upon faasle roBOoreh into applicable eleotrleiCt plumommaf orsrptoOLogio 
prinoj^eBi, highly Bpeelallsed eleetronie tabes end other eLeotjxmlo 
technSquee^ M vdll as the developmerA of apeoiaXlaed eospononte eitieh 
e«n be applied to a nus^>or of dctv'eQLcipeiftnial •proieetBm 

4* lotlve llaleon with other eoternrt^ortal egenoiee end ilth eoia* 
aeroial flxciS lo beins sMdntained to Insuro that early appHeaticn la 
wade of eolentific adrancea or extenalone thereof* 

BinjHATnr op pkepmh! Faojf^cra 

1* SotocsmlcAtioria deeurity Xquipsant Bovelopceent la based on r«'> 
quiremonta aobsilttod aa H/C*» by the Army Qround Ibroea md the ktety 
Hr fovcm ae netll a« roqulreeonta of hi|^ eohelona of the %er fiepert- 
Meat* those requlremnta aa eeXl aa msy Seourlty Agency eatln&tea of 
faturo requlremehte ere aoordlnatod into a baaie Oryptographio Flan of 
ehloh the dereCtopcamt parograa la a part* This proijram plmning la 
dlreoied to proride all the ualns forces of the Anay with aeoiro and 

end it the eama tloa xeduolng to a adniaiMm the nuiiher of types of 
eeeurlty eqidFiianb required* 

It* (%>£nunicatlons Security Equlpeent under eurrertt developR»itv will 
eatleiy requlreaenta for coiwiunicatinnB of tho followlns eategorleet 

a 
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Oxound f^int*t.oh^aint C^rumnlcatlona 
(epvera both abort and Xmg rm$/»)* . 

b* Air-to-Air and Aii>-to-jrouod Oammniefstimst* 

8|M»olalla«d Qommlottiona (includee suthenticatlan 
/gnttimup fR»athor ayatena, siap roJtorancse aystaosi etc*)« 

'Shasa aatagoriae tncdula atgr aatabllahed saane of coasaunioatlon^ vudh aa 

«ir« and radiog mpXoyed by tha thlted Stataa Artay. HaKearoh and dcarelop* 

xacirit ia doaaXy coordinated with currant plana of tiia ualng echelons | 

inoludlng adaptability of tha aquipaent to operation in integrated cojs»> 

acurdention ayateeu* PoUoi«»s of design and oporaticn olosaly paroll^ 

the tronda of COSBAiQieatlona aquipaant Itadlf* This includos reduction 

in alas and Kaigjht usa of aij]>nlhilaturo oocponontsii dsvoloiiasnt of 

i^poclal coqpomnta as requirad^ and by rasosrah into alecixunlo ouglmeK^ 

ins and crypicLlogio taehnlquea itiich idll effect subetaitisl rsductions* 

Oavolopment efforts aro directed toward effactdng a adnimm of wring 

jsachanleal parta^ iHainatlon of aultlj^leity of dlfibrmt ecjqpononts and 

tha incorporation into equlpcasnt of p«yQkaged sub^aoeodblies in erder to 

iMprove perforiaancat to adLapHI^ nalnbtnance and raplacerMnt« end to 

prwida training *kal4tion#" in forward aohi^nB* In addition. Initial 

raaaarcb la being conducted on the problaess of providing security for 

television and Ibr cojaeuninatlon lyatew auploylng ultra high freq|uencles» 

The oategsrriea listed In P«‘a0«afh 2 above include equipment 

litlch will provide for the follcwing aethoda of eocmiunloatlom 

a* Off line literal comunloatlons* 

b* Teletype oominioatlons* 

c« foiee eofissunleatlons • 

d« fhosinile 



REF ID:A60955 

-»Et 

^ Tgmsmfi-jt paxt>leul«tf> maijjt\aa%B in placed on it«BS (b) «ad (q)» with 
irriorlty bolng; given to nsOhmliHita tov low eohelone beeed tqpon epeolfto 
XH»qu 0 et 0 traa Air end Cheound Forcea* 

4« A p p ogre ia paralleX to that for providing coisisunieetianB aeourlV 
eqtxlpoont la eonSuoted in the £Uld at Qomailoatlcna 2ht«CLlisenco» 

Research and davelopasnt of prinolplee and eciolpnart tor intapcoptlng 
and racordii^ all ^pea of ooemmicotionog Ind tiding new isethoda ea thcQr 
appear, la a contlnulhg problen of *ajor proportions* Kjttenslve researdn 
into non <nr 7 ptajruQjrtie principles end the dsvolopncnt of eesooletcd 
•cjuiisient Ibr the applieetlon of theea principles constitute an active 
peertion of the pregraa* Thla work wust be vig5r<»tsly pursued in order 
to be able to cope elth new cornctinloaLiQti leeihoda resulting firoa scientific 
advances in the Hold* 

1* A very esneidereble sneunt of rcssareb id.ll be required to 
satisfy ssdsting requirecaenbo for {brnnicatlons Seourity Equlpnent* 

Rsw cryptographic princlplaB snet be dleeovored. Rngineering technla^b 
oust be developed which will eobex^ these prinslplaa and A the earns tins 
operate In oorOunctinn with eadstins eccsaunicatlona equipiasnt or equip* 
aent under developnont* In the dsvelopttesit of oDwamlcatlon security 

eqvd}waent It is freijaently poestble t» enrlqsr techniriueB end cowponente 

» 

which are tho result of general soientlflo advaacersant* Howerver, wueh 
of the knovflLodQe required is peculiar to tho i^peclfic equipmenit Involved 
and theroforo laost bo obtained ly spselal research* At the present state 
of tho art, security equipaaent firoqumtly requires sore exacting design 
and conditions of usage than the associated cceimnieatiQns equipiaenb* 

The progress of other £ov«ri£»ntsil, coETiCrclal, and university scisntiflo 
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iod the extent ot this reMMurch «dll govern e portion of iUturt 
reaeer^ djlreoted toxerd the developeetit of aMurity «(}il|cient «. 

S« &Bteh new tgrpe of Congauntcaticaie Stiui^eont or new nethod of uelng 
Cbm^leations Squlpoent idtich ie adopted by the Ansy eatebLitiiee a require*^ 
mtA for a ne^ type of aecurity equipmentvi Ae these n<m rec^lresents erlao 
they present the neee^slV for new pro^eota tor eryptographlo research end 
related engineering raeoarch# DavalopiBent of soourity •<jaip«ont fbr fee- 
elnile and tdovlaion ocBOunination nUl parallel developzaant alstnhare in 
the Armf of the mane for providing these ipxeaanleaticsia* 

%0 the prcibl«3 of providing Cbmunicatione Security i« a (ontimouely 
active problea* Oxyptansiytic advances ere aliraye attempting to overtake 
cryptographic tochnlquee# Therefore if there ie not a continual admncejaexit 
id cryptographic technlquea ehloh take advantage of the met advanced achieves 
etenta in tho field of c^lenoo« the eeeurity of eonrmications idU be placed , 
In etrioue Jeopardy* It ie therefore mceasaxy that the Aray continue a con* 
emtrated research prograa to provide new end bettesr cryptographic principlee 
ehleh utillm the beet that tediflologioal sdvenoea can provide* 

FISCAL iMTiliHATlOM 

1* Totid> funds earried over from previous Fiscal Tears »**$ 

2* Appropriatidi for Fiscal Tsar X%7 *»•«««. 

% Appropriatlcn apppoved by Bureiw of Budget for 

Fiscal Tsar 19A8 2,206,760 

4* a* Xstlnated total ultirmte cost of projects for vbich 
m item can be fbreeen but not Indxidlng the cost 
of coxitinttlng projects »•*««**»***•*•****•«•«**•• 5,454,000 

b* XstixDated total annuel cost of continuing proJeets| 
i« e., those projects fbr thlch no end Item or 
terolmtlon can y»t be fbrseen «**•*•*»**»«•*•»••*» 906,000 
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